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Background: Face De-identification

To hide the identity information of face images for privacy protection  

face recognition system
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Motivation
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Our Solution:
Reversible and Diversified De-identification with Latent Encryptor （RiDDLE) 

Fix: Identity diversity loss term Fix: Password Scheme Fix: StyleGAN

Drawbacks of Current Works



Latent Space Identity Encryption and Decryption

During encryption
Each password is associated with a unique identity. 

During decryption
Password is correct ? -> Recover the original identity. 
Password is incorrect ? -> Return a wrong identity with realism. 

RiDDLE also supports 
data-free training 
by randomly sampling 
latents with StyleGAN



Loss Functions

De-identification and Recovery Maintaining Image Quality and Utility

Image level reconstruction

Feature level reconstruction

Avoid unreal face features

Latent space regularization

Final Loss Term



Results: Qualitative
De-identification Recovery

Results in the wild
Diverse Identity Generation



Results: Quantitative
De-identification / Recovery

Recovered Image Quality Image Utility

Diversity



Ablation Study

Qualitative Quantitative

Ø w/o data -> Degradation in quality, higher privacy 
level

Ø w/o identity diversity loss -> Naïve De-identification 

Ø w/o transformer -> Degradation in quality



Ø Expose the drawbacks of the current face de-identification methods. 

Ø Propose a de-identification method based on a novel latent encryptor and a 
password scheme. 

Ø Our method achieves better quality, higher diversity and stronger reversibility on 
various face datasets and in the wild images.

Summary
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