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Variance-Based Membership Inference Attacks 
Against Large-Scale Image Captioning Models
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Motivation

Traceability

❖Membership Inference Attack (MIA) - The main goal of MIA 
is to determine whether a specific sample was as a part of 
the model’s training set

❖Image Captioning Model - Image captioning is a challenging 
AI problem that involves generating a descriptive and 
appropriate sentence for a given image
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Research Purpose

Traceability

❖Prove a given image-to-text generation model 𝑴𝒕𝒂𝒓𝒈𝒆𝒕 
was trained on my data

❖Settings:

• Adversary’s knowledge - Black-Box, Query-Only Access

• Data – Image only

• Task – Classification (Member or not)

• Assumption - Access to verified non-member data 𝐷𝑛𝑜
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❖The variance in the generated texts for images included 
in the training set should be smaller than the variance for 
images not included in the training set

Intuition Behind the Proposed Methods
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Text Generation and Multi-modal Feature Encoding
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Means-of-Variance (MV) Metric
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Means-of-Variance Threshold Attack (MVTA)
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Confidence-Based Weakly Supervised Attack (C-WSA)
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Evaluation Settings
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• Member Datasets – MSCOCO | Textcaps

• Non-member Datasets - Flickr30k | NoCaps | IAPR TC-12

• Metrics – Accuracy(ACC)| AUC | TPR at low FPR

• Target Model – BLIP Large | ViT-GPT2 | GIT Base

• Membership Classifier – MLP

• Text Encoder – clip_base

• Image Encoder – clip_base
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Results - Public Models
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Results - Fine-tuning on Public Pre-trained Models
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Confidence-Threshold
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End of Presentation
Thank you
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