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Background

• Adversarial Examples
• Small perturbations that fool DNNs

• Non-targeted Attacks
• Push input to any incorrect class

• Targeted Attacks
• Force input into a specific target class

Benign Image
True label: speedboat
Prediction: speedboat

Non-targeted attack
True label: speedboat
Prediction: candy store

Targeted attack
True label: speedboat
Target label: unicycle
Prediction: unicycle



Transferable Targeted Attack

• Adversarial Transferability
• Adversarial examples generated on one DNN can fool other DNNs
• No access to other target models’ outputs, architectures, parameters

• Optimization Objective
• Targeted transfer-based attack



Adversarial Transferability

Targeted Attack on ResNet-50

Targeted Attack on ResNet-50

True Label: balloon
Target Label: pillow
Prediction of ResNet-50: pillow
Prediction of VGG-16: pillow
Prediction of Inception-v3: pillow
Prediction of DenseNet-121: pillow
Prediction of ViT: pillow 

True Label: speedboat
Target Label: unicycle
Prediction of ResNet-50: unicycle
Prediction of VGG-16: unicycle
Prediction of Inception-v3: unicycle
Prediction of DenseNet-121: unicycle
Prediction of ViT: unicycle 



Attack Scenario

• Given
• A surrogate model 𝐹, a benign image 𝑥, a target label 𝑦!

• Goal
• Generate x"#$ that is misclassified by the model 𝐹 as the target label 𝑦!
• Transferability: other models also classify 𝑥"#$ as the target label 𝑦!

• Constraint
• Perturbation follows the ℓ%-norm constraint
• No additional training dataset



Existing Methods

• Gradient-based Attack
• Momentum Iterative FGSM (MI-FGSM)

• Input Transformation
• Scale Invariant (SI)
• Admix
• Object-based Diverse Input (ODI)

• Feature Augmentation
• Clean Feature Mixup (CFM)



Challenges

• Limited Transferability

• Computational Cost

Average Attack Success Rates on All Models



Motivation

• Feature Space Instead of Image Space

• Disrupting the Surrogate Model
• Improves the transferability of adversarial examples
• CFM is attack-agnostic in nature
• Explicitly optimizing feature perturbations remains to be explored



Methodology

• Introducing Learnable Feature Perturbation
• Perturbation Injection
• Perturbation Update

Network
Layer

Network
Layer

Attack
Loss

Perturbed Layers in Forward Process

With Perturbation Update

Gradients from the Backward Process

No Perturbation Update

Adversarial Image

:   Learnable Perturbations

:   Output Features

:   Mix Clean Features
    Update Learnable Perturbations

:   No Clean Features
    No Perturbation Update

:   Clean Features

x!
"#$ : i-th iteration of x"#$
∆z%,! : k-th layer of ∆z!



Momentum Stochastic Update

• Momentum
• Using perturbations in previous iterations

• Stochastic
• Randomly select a small portion of layers for update



Feature Tuning Mixup (FTM)

Optimization Objective

Perturbation Injection

Perturbation Update

MI-FGSM Framework



Ensemble of Surrogate Variants (FTM-E)

• FTM
• Efficiently perturb the surrogate model

• FTM-E
• Multiple copies of the given surrogate 

model
• Independently apply FTM to each copy

补充FTM-E for slides

Adversarial Image

Layer Layer Loss

Layer Layer Loss

Average



Efficiency Analysis

• No time-consuming transformation

• No need for extra backpropagation
• Maintain the one-step optimization of FGSM

• Our method works for different models
• CNNs, ViTs, etc.



Experimental Setup

• Dataset
• ImageNet-compatible dataset
• 1000 images, from NeurIPS 2017

• Iteration Number
• 300

• Logit-based Loss Function
• Baseline Framework

• MI-TI-FGSM

• Models
• 15 pretrained DNNs, consisting of 10 CNNs and 5 ViTs



Experimental Results

• Adversarial Transferability
• Our method significantly improves the attack success rates

Attack DN-121 )
VGG-16 RN-50 Inc-v3 DN-121* IR-v2 Inc-v4 Xcep ViT LeViT ConViT Twins PiT

DI 37.1 44.4 7.1 98.7 4.3 8.3 5.2 0.2 3.0 0.4 1.0 1.1
RDI 42.1 55.7 20.8 98.5 12.8 18.8 10.1 0.8 8.5 1.3 3.7 4.5
RDI-Admix 53.2 67.6 31.1 98.3 20.1 26.5 17.8 1.0 14.7 1.7 6.8 7.4
RDI-Admix5 49.6 65.3 41.0 98.6 28.9 34.3 21.6 2.4 21.8 3.4 10.5 14.2
RDI-SI 45.4 60.1 34.3 98.6 22.0 25.8 16.1 2.0 16.1 2.4 8.2 11.7
RDI-VT 47.7 62.1 31.5 98.6 25.4 27.2 20.3 2.2 19.2 3.5 8.3 11.7
RDI-ODI 64.2 71.7 52.8 98.0 39.8 45.9 31.4 3.3 26.9 7.4 14.7 21.9
RDI-CFM 76.2 83.9 56.1 97.8 43.6 53.8 41.1 3.6 32.8 6.4 17.3 21.1

RDI-FTM 77.3 85.6 62.8 98.2 46.9 58.4 46.0 3.7 40.0 8.2 21.6 26.5
RDI-FTM-E 79.5 87.6 64.6 98.0 48.7 60.1 47.6 4.2 43.4 8.9 24.4 26.7

Attack LeViT )
VGG-16 RN-50 Inc-v3 DN-121 IR-v2 Inc-v4 Xcep ViT LeViT* ConViT Twins PiT

DI 1.6 2.5 4.2 2.7 1.8 2.6 2.3 0.6 100 4.2 9.3 10.3
RDI 3.0 3.5 5.4 4.1 3.6 4.6 2.3 1.1 100 7.9 13.8 22.1
RDI-Admix 6.5 8.3 9.9 8.8 5.8 7.2 5.5 3.3 100 10.7 23.3 30.9
RDI-Admix5 5.3 8.1 13.9 12.4 9.9 8.4 7.2 8.0 99.9 20.6 30.0 47.2
RDI-SI 3.4 6.3 10.6 10.0 6.4 5.4 5.1 4.3 100 18.1 24.1 38.4
RDI-VT 5.3 7.2 12.0 10.1 8.3 8.8 8.9 6.3 99.9 18.7 27.2 40.5
RDI-ODI 21.0 25.0 40.9 38.3 25.7 31.2 26.3 15.3 98.7 34.1 43.8 66.1
RDI-CFM 27.3 30.3 39.8 39.0 23.6 30.1 27.2 18.4 100 45.5 63.8 75.7

RDI-FTM 41.3 41.9 56.9 54.2 39.8 46.5 42.2 31.1 99.9 63.2 77.5 86.7
RDI-FTM-E 50.1 52.4 62.8 63.1 48.4 53.2 49.2 40.3 99.9 72.2 86.2 93.0

Table 4. Targeted attack success rates (%) using DN-121 or LeViT as surrogate model. All methods are combined with MI-TI. The best
results are shown in bold, and the second best results are underlined. The surrogate models are marked with * in the first column.
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Effectiveness and Efficiency

• For Different Surrogates

• Low Computational Cost

Source Attack ViT LeViT ConViT Twins PiT Avg. Computation time
per image (sec)

RN-50

DI 0.2 3.5 0.4 1.5 1.7 1.5 1.37
RDI 0.7 13.2 1.7 6.1 7.0 5.7 1.23
RDI-SI 2.9 29.4 6.3 15.5 17.9 14.4 5.95
RDI-VT 2.9 28.1 5.2 15.0 14.0 13.0 7.16
RDI-Admix 1.3 22.5 2.5 8.5 8.4 8.6 3.55
RDI-SU 0.8 16.9 2.3 6.9 7.8 6.9 2.21
ODI 5.1 37.0 10.7 20.1 29.1 20.4 4.38
RDI-CFM 4.3 46.1 8.9 25.2 24.7 21.8 1.39

RDI-FTM 5.9 52.9 10.8 32.4 31.5 26.7 1.54
RDI-FTM-E 6.8 58.6 13.6 35.2 34.9 29.8 2.92

Inc-v3

DI 0.1 0.3 0.0 0.0 0.1 0.1 2.01
RDI 0.2 1.8 0.2 0.4 0.7 0.7 1.76
RDI-SI 0.3 4.1 0.9 0.7 3.2 1.8 8.11
RDI-VT 0.4 5.2 0.8 1.6 1.8 2.0 10.5
RDI-Admix 0.1 4.1 0.6 1.4 1.4 1.5 4.92
RDI-SU 0.2 2.0 0.3 1.3 1.0 1.0 2.36
ODI 0.8 12.4 1.7 3.5 6.7 5.0 6.42
RDI-CFM 2.1 21.9 3.2 6.1 11.6 8.9 2.13

RDI-FTM 2.4 25.0 4.5 10.0 15.3 11.5 2.35
RDI-FTM-E 3.8 32.7 6.8 12.7 20.4 15.3 4.37

Table 2. Targeted attack success rates (%) against five transformer-based classifiers with the ImageNet-Compatible dataset. We also report
the average computation time to generate an adversarial example. All methods are combined with MI-TI. The best results are shown in
bold, and the second best results are underlined.

higher success rates than CFM. The results show that the ef-
fective feature-level augmentation employed by FTM helps
generate transferable adversarial examples.

Table 2 shows the transfer success rates of various at-
tack methods on five transformer-based models. Our meth-
ods also achieve significant improvements over existing
methods. For instance, when using RN-50 as the source
model, RDI-FTM and RDI-FTM-E improve the targeted at-
tack success rates of CFM by 4.9% and 8.0%, respectively.
The results suggest that our method can effectively improve
the transferability of adversarial examples across different
architectures.

Figure 3 shows the targeted attack success rates based on
the number of iterations. We evaluate our methods under
different numbers of iterations using two experimental set-
tings: RN-50 ! Inc-v4 and Inc-v3 ! IR-v2. The results
show that FTM and FTM-E achieve stable performance
across different iteration counts. For the RN-50 ! Inc-v4
setting, SI exhibits superior performance at the beginning of
the optimization process. However, as the number of itera-
tions increases, FTM surpasses existing approaches. In the
Inc-v3 ! IR-v2 setting, FTM-E significantly outperforms
other methods across the entire range of iterations.

Computational overhead. We analyze the computa-
tional efficiency of different methods and report their costs
in Table 2. We use an NVIDIA 3090 GPU to compute the
time per image. The results demonstrate that our approach

Figure 4. Attack success rates with different mixing ratio �. Each
color represents the attack effectiveness on a specific target model.

introduces reasonable computational overhead compared to
CFM. Specifically, with RN-50 as the source model, RDI-
FTM requires an average of 1.54 seconds per image, repre-
senting only a 10.8% increase over CFM’s 1.39 seconds. In
contrast, alternative methods like SI, VT, and ODI impose
substantially higher computational burdens. For instance,
VT requires 7.16 seconds per image, and SI requires 5.95
seconds per image. We also include relevant analysis in
Figure 1. The result shows that FTM achieves strong attack
performance while maintaining low computational cost.

Combination with existing techniques. Table 3 shows
the transfer success rates of our method combined with ex-
isting methods, including ODI, VT, SI, and Admix. For
instance, RDI-FTM-E achieves an average success rate of
36.0% on Twins when combined with Admix, which is
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Evaluation on LLMs

• Surrogate Model
• ViT

• Target Models
• Qwen2-VL
• Llama-3.2
• Claude-3.5
• GPT-4o

CVPR
#11771

CVPR
#11771

CVPR 2025 Submission #11771. CONFIDENTIAL REVIEW COPY. DO NOT DISTRIBUTE.

A. Response to Reviewer1 qb6f001

Thank you for affirming our attack performance, clarity of002

writing, and thorough experiments. We have addressed the003

concern about using ViT as a surrogate model in Q1, and004

we will include this discussion in our revised version.005

Q1: layer selection and ViT. FTM’s efficiency does not006

primarily depend on selecting layers with small feature007

sizes. (1) Efficiency Analysis. In Figure 2, FTM requires008

perturbation injection (PI) in the forward pass and perturba-009

tion update (PU) in the backward pass. PI is implemented010

efficiently using PyTorch hooks, while PU does not increase011

the number of backward passes. Thus, FTM is efficient012

theoretically, no matter on CNNs or ViTs. In contrast, SI,013

VT, Admix, and SU require extra forward and backward014

passes; ODI requires a time-consuming input transforma-015

tion. (2) Selection Strategy. Following CFM, we avoid per-016

turbing shallow layers because their low-level features vary017

significantly with input transforms and may cause excessive018

disturbance during attacks, as explained in CFM’s paper.019

Specifically, for a pure ViT, both CFM and our FTM select020

the outputs of all fully-connected layers. (3) Experiments.021

Table 6 shows the results of using ViT as the surrogate022

model. Our RDI-SI-FTM-E outperforms existing methods023

by a large margin in terms of success rate, and the compu-024

tation time per image is only 3.82 seconds.025

Q2: computational time in Table 1. Tables 1 and 2 use the026

same surrogate models, so their computational times are the027

same. Time is omitted in Table 1 due to space.028

Q3: innovation. Our FTM introduces fundamental innova-029

tions in practice. It is a more effective feature-level method030

than CFM. Developing targeted attacks is particularly chal-031

lenging. Figure 1 shows that existing methods often incur032

substantial computational costs while achieving low success033

rates. FTM is not only effective but also efficient. Ad-034

ditionally, FTM is the first method to efficiently optimize035

perturbations in the multi-layer feature space, making it a036

significant advancement in targeted attacks (L229-234).037

B. Response to Reviewer2 bnKH038

Thank you for recognizing the effectiveness and application039

value of FTM. We have clarified potential misconceptions.040

Q1: clarify the effect of p. There might be a misunder-041

standing regarding the right plot in Figure 6. It is the blue042

line in the plot that drops to near 0 when p = 1.0, in which043

the clean features from CFM are integrated with our FTM.044

Instead, the orange line represents only our learnable per-045

turbations are used, which is relatively stable (L518-527).046

Why does the blue line drop to near 0? This phenomenon047

can be explained by examining the clean accuracy (ACC)048

of the perturbed surrogate model. In Table 7, integrating049

the clean feature mixup, the ACC drops to 3.8% at p = 1.0.050

This makes it impossible to generate effective adversarial051

examples, causing the attack success rate of the correspond-052

ing blue line in Figure 6 to drop to near 0. In contrast, with-053

Source Attack RN-50 Inc-v3 DN-121 MB-v2 Xcep ViT LeViT ConViT Twins PiT Avg Time (s)

ViT

RDI-SI 9.5 18.0 16.6 9.1 10.2 98.4 55.4 59.2 34.8 58.1 36.9 8.38

RDI-VT 4.1 5.5 7.1 4.1 5.9 98.3 32.0 29.7 15.3 35.7 23.8 10.02

RDI-Admix 6.9 10.1 11.5 6.9 6.7 99.1 39.0 34.6 18.5 40.5 27.4 5.11

RDI-SU 6.4 8.2 8.9 4.6 7.9 98.2 27.3 25.5 12.7 29.4 22.9 3.35

ODI 14.3 22.3 22.1 12.1 16.6 87.6 45.9 42.1 25.5 49.3 33.8 4.53

RDI-CFM 14.9 18.9 21.0 15.0 14.9 96.5 47.2 50.1 27.4 48.8 35.5 1.89

RDI-FTM 16.6 20.5 23.1 18.6 16.7 94.3 50.5 53.3 31.0 52.6 37.7 1.92

RDI-FTM-E 18.3 23.0 26.5 19.5 19.6 96.0 54.9 56.6 36.3 55.8 40.7 3.81

RDI-SI-FTM-E 30.0 39.3 41.5 31.3 28.9 96.3 71.2 74.8 54.7 74.6 54.3 3.82

Table 6. Using ViT as the surrogate model (Reviewer1), where

RDI-SI-FTM-E denotes using scaled input for RDI-FTM-E.

Ablation
Parameter p

0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0

w/ clean feature mixup 51.9 28.3 14.0 10.8 8.2 6.0 5.4 4.9 4.3 3.8

w/o clean feature mixup 79.8 73.3 69.7 68.6 67.0 66.4 66.0 65.8 65.4 65.3

Table 7. Accuracy (%) of

clean images on the perturbed

surrogate model with varying

parameter p (Reviewer2).

Reference Dataset Image Number Data Source

SI [22] ImageNet 1000 Author-Selected

VT [32] ImageNet 1000 Author-Selected

Admix [33] ImageNet 1000 Author-Selected

SU [35] ImageNet-Compatible 1000 NeurIPS Provided

ODI [2] ImageNet-Compatible 1000 NeurIPS Provided

CFM [3] ImageNet-Compatible 1000 NeurIPS Provided

Ours ImageNet-Compatible 1000 NeurIPS Provided

Table 8. Datasets used for at-

tack evaluation (Reviewer2).

Response Qwen2-VL Llama-3.2 Claude-3.5 GPT-4o Avg

Total 100 100 100 100 100 %

Refuse to Answer 0 10 0 0 2.50 %

Uncertain 1 5 1 0 1.75 %

Attack Failed 52 42 54 73 55.25 %

Attack Succeeded 47 43 45 27 40.50 %

Table 9. Evaluation on multimodal LLMs (Reviewer3). We ran-

domly select 100 images from the ImageNet-Compatible dataset

and generate targeted adversarial examples on ViT using FTM-E.

out the clean feature mixup, the ACC is stable, which is 054

65.3% at p = 1.0. Thus, the orange line in Figure 6 is rel- 055

atively stable. Notably, FTM performs stably around the 056

optimal hyperparameter p and ↵max (L512-518). 057

Q2: innovation. Please refer to the response to Q3 of Re- 058

viewer1 in Section A. 059

Q3: datasets. The ImageNet-Compatible dataset is widely 060

used in recent studies [2,3,35], while others [22,32,33] ran- 061

domly sample 1000 images from the ImageNet validation 062

set (Table 8). Therefore, the ImageNet-Compatible dataset 063

is a reliable benchmark for evaluating our method. 064

C. Response to Reviewer3 myzN 065

Thank you for recognizing the intuitiveness and effective- 066

ness of our method, and for approving our experiments. 067

Q1: theoretical analysis. We agree that there is room for a 068

rigorous theoretical proof, and we hope that our paper will 069

inspire more research in this direction. We have provided 070

a relevant analysis in Section 3.2, where the key insight 071

of FTM is that effectively disrupting the surrogate models 072

leads to stronger attacks (L295-309). 073

Q2: more recent work. The mentioned paper is unsuitable 074

for experimental comparison because it requires an addi- 075

tional training dataset to train a generator, while we assume 076

the attacker has no additional training dataset (L240). For 077

completeness, we will cite this paper when categorizing re- 078

lated work by training data needs (L159-164). Note that 079

we have comprehensively reviewed targeted attacks with- 080

out additional datasets in Section 2.2. 081

Q3: does FTM work for multimodal LLMs? Yes, FTM 082

can be used to attack multimodal LLMs. We add the ex- 083

perimental results in Table 9. For each generated targeted 084

adversarial example, we use the prompt “Is this image a 085

photo of {target label}? Yes or No?” to obtain predictions. 086

Our method achieves an average success rate of 40.5%. 087

o We randomly select 100 images for evaluation.

o Each adversarial image is generated using FTM-E on ViT.

o We use the prompt “Is this image a photo of { target label } ? 

Yes or No?” to obtain predictions of LLMs.



Conclusion

• Incorporating attack-specific feature perturbations can efficiently enhance 
transferable targeted attacks.

• FTM uses a momentum stochastic update, maintaining computational 
efficiency while improving attack transferability.

• FTM significantly outperforms state-of-the-art attacks across various 
source and target models.


