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» Diffusion Attack: Uses contrastive loss to degrade denoising
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Analysis of video generation results of SVD and CogVideoX from original images and images guarded by our method.

SSIM/PSNR between the Generated Frames from Unprotected Images and Protected Images Experimental Analysis:
0.80

—— ssiM |1  In Qualitative Analysis: our method effectively
- disrupts both spatial content and temporal

SSIM
PSNR (dB)

(c

Guarded Image Generated video from guarded lmage Generate noisy frames X; = S(Xj) _ _ _ _ _ _ PRI [
A% W P (Ko uis = § (Xi.0d0.0 generation by attacking Iatent.dlffusmn pipelines.
; q ; ﬂ i -‘: g q ] Predict Xo ¢ o _ a;(x oz ) Three-Pronged Attack: S_patlel At.tack: Breaks
" " ¥ [ 1€ " il 4 | ) U A down encoder representation fidelity; Temporal . 1 def . .
b ; ﬁ N T ‘i ompute spatial contrastive loss Attack: Distorts attention over time to ruin motion: We introduce 12VGuard, a novel adversarial defense that applies imperceptible

Orlgmal Image Generated V|deo from orlglnal |mage

iImage perturbations to protect against misuse by diffusion-based 12V models.

YT AW E 7 4 T 4 A frm ||XU adv XLQHE + max U'- T = ||iﬂ-rr-rl'-'u - XUHE DlﬁUSlon AttaCk Levera eS ContraStlve IOSS to .
. A% &_ k ‘ k ( ) . . veray Our method includes three targeted attack modules:
b i f Compute temporal attention loss shift generatlon traJeCtory' : : : : :
| N P ) . _ . . « Spatial Attack: disrupts visual fidelity
T11rae " ", ", ~, "h ;,i ) Lo =2 - |Aads — Asrell Optimization Strategy: Combined multi-term loss Temboral Attack: breaks temporal consistanc
- T lP %S j | 5 | T L Bt Lot B Lo 4y L minimizes visibility while maximizing disruption. > | P Y
Guarded Image Generated v.deofmm girdad -mage adv — “ercl|l T A" Lenc T2 7 oon T T Latt _ . . « Diffusion Attack: ensures robustness across models
Update parameters Jogy < Taav — A+ Vi, L Plug-and-Play: Model-agnostic design works . . . .
Results of our 12VGuard. We present original images, guarded images, and their corresponding SVD-generated videos. end for : T f Tested on Cuttmg-edge models like CogV|deoX and SVD, 12V Guard Proves hlghly
All results are generated with the same seed. Our method effectively safeguards images from animation in |2V generation. across various diffusion frameworks.

effective in safeguarding image content.
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