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Making local privacy practical for standard images



Privacy-sensitive images Central server
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The curator can output a perturbed model /dataset —only after the raw image has been collected.

Privacy Barrier



Privacy-sensitive images
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Privacy Needs To Be Enforced Before Upload

…

Classification

RecognitionUntrusted central server

Privacy leak

Adversary

In a zero-trust setting, the raw image is already exposed. 



Local Differential Privacy — The Server Only Sees Randomized Data



Why Raw-Pixel LDP Destroys Utility

▪ A grayscale pixel has 256 possible 

intensity values. 

▪ Under 256-class randomized response: 

▪ 𝑷𝒕𝒓𝒖𝒆 =
𝒆𝜺

𝒆𝜺+𝟐𝟓𝟓
 

▪  For 𝜀 = 1:

▪ 𝑃𝑡𝑟𝑢𝑒 ≈ 0.011, 𝑃𝑓𝑎𝑙𝑠𝑒  ≈ 0.989

Raw pixel RR treats intensity as a 256-way category

Visualization of the 8-bit pixel value space



Prior LDP for images works in a lower-dimensional representation
▪ Prior LDP releases derived features: descriptors, eigenfaces, latent vectors.

▪ Goal: 
▪ Release a standard image with pixel-level ε-LDP.
▪ Standard vision pipelines stay intact.

Pittaluga & Zhuang, ICCV’23 Chamikara et al., Computers & Security’20 Li & Clifton, IEEE S&P’21 

Local feature descriptor Generative latent representationEigenface projection

Prior Work



A 256-Way Pixel Value Is Actually An 8-Bit Code

Visualization of the 8-bit pixel value space



A 256-Way Pixel Value Is Actually An 8-Bit Code

Visualization of the 8-bit pixel value space

8-bit representation

▪ Under binary RR for flipping each bit: 

▪ Reporting true pixel only if all bits are true.

▪  𝑷𝒕𝒓𝒖𝒆 𝒃𝒊𝒕 =
𝒆𝜺 𝒃𝒊𝒕

𝒆𝜺 𝒃𝒊𝒕+𝟏

▪ Pixel: 𝜀𝑡𝑜𝑡𝑎𝑙 =  σ0
7 𝜀𝑏𝑖𝑡 



Bit-Plane Slicing converts pixels into binary LDP domains

▪ Naturally suited to binary RR. 
▪ Each bit is a simple 0/1 value.

▪ Expose useful image structure.
▪ High-order bits carry semantics.
▪ low-order bits carry texture and noise.

Y channel bit-plane 

24 bit-planes 



Bit randomization erodes the spatial correlations behind semantics

Binary image 𝜺 = 𝟑 𝜺 = 𝟐 𝜺 = 𝟏 𝜺 = 𝟎. 𝟓



▪ Uniform allocation is suboptimal.

 𝜀ℓ =𝜀𝑡𝑜𝑡𝑎𝑙

24
 treats all bit-planes equally.

▪ Bit-planes carry unequal structure.

  Higher-order bits dominate coarse image content.

▪ Color channels carry unequal structure.

 The luma 𝒀channel preserves most spatial structure; 

Image Utility Is Non-Uniform Across Channels and Bit-Planes

Privacy noise should be allocated according to structural importance, not uniformly.



Weighted Distortion Minimization Gives a Closed-Form Budget Allocation

Weighted distortion objective:

▪ Channel sensitivity (𝑾𝒄): 

       CNNs are robust to chroma loss → 𝑾𝒚 = 4, 𝑾𝒄𝒃 = 𝑾𝒄𝒓 = 1.

▪ Bit significance (𝑾𝒃): 

       Proportional to the bit’s pixel-value contribution → 𝑾𝒃 =2𝑏−1.

Higher-weight components receive larger 𝜺, meaning less noise where utility is most sensitive.

Result:



Wavelet LL pruning complements LDP at larger 𝜀

▪ Removes coarse cues: shape, lighting, facial layout.

▪ Reduces perceptual leakage: less recognizable to 

humans.

▪ Weakens reconstruction attack: less low-frequency 

structure to recover 

Wavelet LL Pruning Removes Low-Frequency Identity Cues Before LDP

w/ LL ,𝜺𝒕𝒐𝒕𝒂𝒍 = 𝟓𝟖 w/o LL, 𝜺𝒕𝒐𝒕𝒂𝒍 = 𝟓𝟖

w/ LL, 𝜺𝒕𝒐𝒕𝒂𝒍 = 𝟓. 𝟐 w/o LL, 𝜺𝒕𝒐𝒕𝒂𝒍 = 𝟓. 𝟐



The full pipeline outputs a standard image with pixel-level ε-LDP



LDP-Slicing Preserves Face Recognition Utility Under Pixel-Level LDP

Main Results · Privacy-preserving face recognition



Main Results · Privacy-preserving image classification

The Same Representation Also Preserves Classification Utility



White-Box and Generative-Prior Attacks Fail to Recover Recognizable Identity

White-box reconstruction Map2V reconstruction (CVPR’24)

εtotal = 5.2

εtotal = 20

Original (I) LL-Pruned (ILL) LDP-Slicing (ILDP) Denoised ILDP Final recovered I

εtotal = 58

Original (I) DCTDP DuetFace PartialFace LDP-Slicing (ours)



Representation makes image LDP practical

▪ Problem: raw image LDP suffers from a privacy–utility 
mismatch. 

▪ Method: bit-plane slicing + binary randomized response 
gives pixel-level 𝜀-LDP. 

▪ Utility: budget allocation and LL pruning preserve task 
signal while reducing identity leakage.

▪ Practicality: outputs a standard image for existing vision 
pipelines.

Project page GitHub

Questions?
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